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Farm Backup

Access Central Administration

'+ SharePaoint 2010 Central
Administration
% S0L Server Management Studio | Microsoft SharePoint 2010 Products
3 SharePoink 2010 Cenkral Administration
w Microsoft Yisual Studio 2010 L4 % SharePoint 2010 Management Shell
P @ SharePaint 2010 Praductks Configuratior
- || Task Scheduler . Microsoft Silverlight
= | Microsoft Silverlight 3 SDK
;‘:  Services . Microsaoft SQL Server 2008
= . Microsaft SQL Server 2008 R2
a i

') Gizrmio ) Microsoft Sync Framework,

. Microsoft Visual Studio 2008
- | Microsoft Yisual Studio 2010
- Compuker Managernenk

1 Back.
3 &l Programs

I |search programs and Files

I |5earch programs and Files E
. L_@
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Select Backup and Restore:

g0 Add new link

Perforrm a backup
Restore from a backup Perform a backup or restore operation, or view history and
Perform a site collectio S.tf'f_.us. duE,Ealls

' Backup and Pestore
W™
4]

Select Configure backup settings:

—=r Farm Backup and Restore

B perfarm a backup | Restare from a backup | Configure backup settings
View backup and restare histary | Check backup and restare job status

Set-up the options as desired — make sure that in the Backup File Location under Backup
location that a share such as \\backup\Sharepoint to utilize is provided or a path such as
D:\backup\SharePoint is utilized. Note that the service accounts that SharePoint is
running under will need full control to this directory. Also note: that if you are using tape
back-ups SharePoint 2010 must first write the datato a share or directory — then the tape
mechanism can be pointed at that location to back-up the contents:

Mumber of Thread:
umber ot fhreads Murmber of backup threads:

Specify the number of threads to use for backup and restore, More threads may lead to |3
improwed performance, howewer, information in the log files For backup and restore may Possible Yaluss: 1-10

become more difficult o read.
Murnber of restore threads:

I3
Fossible walues: 1-10

Backup File Location X
Backup location:

Each backup job is stored in a separate Folder in the location yvou specify, and each object D:sbackuphSharepoint
is backed up to an individual file in that Folder. Learn about backup locations, I 2 2

Example: “sbackupySharePoint

(o4 Cancel

Once done select OK

Under Farm Backup and Restore click Perform a backup:

=5 Farm Backup and Restore

0 perform a backup | Restore from a backup | Configure backup settings
ecl backup and restore job status

i 1 -l e | N L
Vs blBal:kJ.lp portions of this Farm to a fils |
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Select the items to Backup and then click the Next button:

Readiness

¢ Mo backup or restore in progress. Backup and Restare Job Status
Timer service is running.
Adrninistration service is running.

Select component to back up

Zelect the top-level component to back up, vou can also click the name of a Web application to browse its contents,

Select  Component Type Description
O =Farm Farm Content and configuration data for the entire server farm,
SharePoint 10_Config Configuration Database Configuration data for the entire server Farm,
O [# Salutions Solutions Collection custorn solutions,
O (= InfoPath Forms Services Server Settings and Conkent Administrator-approved content and settings For the
server Farm,
O Settings Settings Sektings
O Data Connections Data Connections adrinistrakor-approved data connection Files.
O Form Templates Form Templates Administrator-appraved farm terplates,
The collection of user agents that receive InfoPath forms
O [# Exempt User Agents Exempt Lser Agents instead of Weh pages.
i i ) Service For storage of kemporary state information used
O = sharePoint Server State Service Skate Service by various SharsPoint Server Features,
(& State Service Skate Service Application
O (= Micrasoft SharePoint Foundation Web Application M|crqsof_t Ehaichoitiatndatisnitch Collection of Web Applications
Application
O (& PerformancePoint - 44550 ‘Web Application Conkent and configuration daka For this Web application.
O [# SharePairt - 80 web application Content and confiquration data For this Web application.

Select the desired configuration then click Start Backup. Note: a Full Backup will back-
up all items selected in the Farm while a Differential only backups those items that have
changed — Y ou need to do afull back up once before a Differential can be done.
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Readiness

£ Mo backup or restare in progress, Backup and Restare Job Status
Timer service is running.
Adrninistration service is running.
Backup Component .
E b Backup the following component:

This is the top level ikem you have chosen to backop. Farm\Solutions =

Backup Type
LS Backup Type:

Specify which type of backup to stark: & Full
Full - backs up the selected content with all hiskory, O oies sial
Differential - backs up all changes to the selected conkent since the last Full frerentia
backup.

Back Up Only Configuration Settings
. L e e Data to back up:

Specify whether to back up only the configuration settings for this Farm without content.
Choose this Feature to restore configuration settings only ko a different Farm. By default,
both configuration settings and content are backed up. € Back up only configuration settings

* Back up content and configuration settings

Backup File Location X
Backup lacation:

Each backup job is stored in a separate folder in the location you specify, and each object
is backed up to an individual file in that Folder, Learn about backup locations., -
Example: “WbackuphSharePaint

Estimated disk space required; 446,15 KB,

Previous Start Backup Cancel
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To verify the backup status select Check backup and restore job status:

= Farm Backup and Restore

O Perform a baclkup | Restore from a ba i ings
Wiew backup and restore history | {(Checlk backup and restore job status

If the Phase says Completed then the back-up is good:

Phase Completed

Start Time 31402011 3116 PM
Finish Time 3142011 317 PM
Top Component FarmSolutions
Backup ID 7ifeasc0-4fb1-444f-3955-87 32239F 2764
Directory [v\backupiSharepointspbro00oo),

Backup Method Full

Backup Threads 3

Warnings 0

Errars 0
Fame Progress Last Update Failure Message
Farrn 31402011 3116 PM

Also the directory where the file back-up was pointed to — will have a directory with the
desired *.bak files aswell as a spbrtoc.xml file that contains information associated with
a backup.

. spbr0000
= sphrkoc
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Farm Restore:
Access Central Administration

.+ SharePoink 2010 Central
Bdrnimiskration

% S0L Server Management Studio || Microsoft SharePoint 2010 Products
“2 SharePoint 2010 Central Administration
w Microsoft Yisual Studio 2010 L4 % SharePoint 2010 Management Shell
. @ ShatePaint 2010 Products Configuratior
el |
Ik, - | Task Scheduler |, Microsaft Sikverlight
= | Microsoft, Sikverlight 3 SDK
f . | Microsaft SQL Server 2008
e | Microsoft SQL Server 2003 R2
f) Sizmi | Microsoft Sync Framework
| Microsaft Wisual Studio 2008
5# S e |, Microsoft Wisual Studio 2010
1 Back

* &ll Programs

I |search programs and Files

I |5earch programs and Files E

At the Backup and Restore click Restore from a backup

Perform a backup

estare from a backug>

Perform a site collection backup

: Backup and Restore
B
e

Or Click Backup and Restore and at Farm Backup and Restore select Restore from a
backup:

=5 Farm Backup and Restore

B  pPerform a backop | Restore from a backup | Configure backup settings

Wiew backup and restore history | Check backup and restore job status
[restore contert to this Farm using & backup File |

WEBSITE: HTTP://WWW.KMO.NAME
E-MAIL: ONEILLWEBSITE@VERIZON.NET
USE ALL COMMANDS AT OWN RISK



HTTP://WWW.KMO.NAME
mailto:ONEILLWEBSITE@VERIZON.NET

Select the desired backup from the list — then select Next

Readiness

< Mo backup or restore in progress, Backup and Restore Job Status
Timer service is running.

adrministration service is running.

Backup Directory Location: |D:\backup\8harepoint Refresh

Results 1-1 of 1 jobs,

Select Top Cormponent Type Method Finish Tirne Failure Message

# Farm'Solutions Backup Full 31412011 317 PM

Mexk Cancel

Select the items desired to be restored and click Next:

Select the commponents to restore,

If a component is listed, but cannot be selected, it is either because the backup does not contain th
was an error during the backup. You can see the associated error message under the Baclup Failur

Tao continue with the restoration process, click Mext, To select a different backup file that contains :
components, click Previous,

Readiness

@ Mo backup ar restore in progress, Backup and Restore Job Status
Timer service is running.
Adrministration service is running.

Select component to restore

Select the top-level component to restore,

Select  Component Tvpe
= Farm Farrn
SharePoint10_Config Configurakion Database
r I Solutions Solukions
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Select the desired configuration options and select Start Restore:

Readiness

< Mo backup or restore in progress, Backup and Restore Job Status
& Tirner service is running.
& Adrninistration service is running.

Restore Component

This is the top level item yvou have chosen to restore,

Restore Only Configuration Settings
Specify whether ko restare only the configuration settings From this backup package.

hoose ‘Restore only configuration settings' if wou plan to restore vour settings onko new
hardware, By defaulk both configuration settings and content are restored.

Restore Options
To reskore bo a Farm with the same computer names, web application names and database
servers as those in the backup Farm, select 'Same configuration’. To restore toa Farm with

different computer names, web application names or database servers, select Tew
configuration’,

If the Restore Option is selected as Same configuration
and select OK then select Start Restore:

Readiness

@ Mo backup ar re

wankt therm to be overwritken?

Restore Component

Restore the following component:

FarmiSolutions -

Crata to restore:
* Restore content and configuration settings

" Restore only configuration settings

Type of restore:
& Mew configuration

" Same configuration

the following prompt is shown —

Messaqge from webpage

Timer service is
& administration s @ ‘Warning: Al selected components will be overwritben, Do you

lowing component:

This is the top level item you b ’TI Cancel ons -

Restore Only Configuration Settings

Specify whether to restore anly the configuration settings fram this backup package.
Choose 'Restare anly configuration settings' if you plan to restore your settings onto nes
hardware. By default both configuration settings and content are restored.

Restore Options

To reskore o a Farm with the same computer names, web application names and database
servers as those in the backup Farm, select "Same configuration’, To restore ko a Farm with
different computer names, web application names or database servers, select "Mew
configuration’,

The screen will ook as below:

Data to restore:
¥ Restore content and configuration settings

€ Restare only configuration settings

Type of restore:

€ New configuration

arne configuration
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Readiness

@ 4 backup or restore is currently in progress,
Tirner service is running.
Administration service is running.

Preparing current backup/restore job, IF the backup/restore job does naot begin after five minutes, make sure that the Microsoft SharePoint Foundation Timer Service is
ruRning.
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Hit Refresh and if the restore is successful it displays under Phase as Compl eted:

Readiness

@ Mo backup ar restore in progress,
Timer service 15 Funning.
Adrninistration service is running.

@ Refresh p'-.-'iew Histaory

Restore

Requeskted By

Phase Complekted

Skart Tinne 352011 9:20 AM

Finish Tirne 352011 221 AM

Top Component  FarmiSolutions\visuahwebparbwithling wsp
Backup ID Tifeaec0-4fbl-444f-a9aa-3732239Fa7 64
Direckory [ribackuptsharepointspbrooon),

Backup Method  Full
Restore Threads 3
Warnings ]
Errors ]

Access the item on the site that was restored to confirm it was still in working order.
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Granular Backup:

From Central Administration -> Backup and Restore under Granular Backup select
Perform a site collection backup:

N
& Granular Backup

‘éﬂll _ _ . .
il {Eerfurm a site collection backup) Export a site or list
Recover data trom an unattached content database | Checl: granular backup job status

Keep the default site collection or select the desired Site Collection by taking the
dropdown and selecting Change Site Collection.Then select the desired site collection
and click OK. Also in the File location enter in the desired backup location:

Readiness
Ma site collection backup is in progress,
Tirner service is running.

Site Collection

Site Collection:

Select a site collection,

Change Site Collection

File location: )
Filenarne:

Specify the destination for the backup package. ID “backuphSharepoint

[T Ovwerwrite existing file
Examnple: “whackupysharePoint\Sitel . bak

Start Backup | Cancel

In this case the Filename: D:\backup\Sharepoint was used for a Farm backup so another
directory needs created/utilized:

File location: )
Filenarme:

Specify the destingtion for the backup package. ID “whackupysharepoint

D:MbackuphSharepoint is an existing directory, Choose a different
file name for backup,
[T Owerwrite existing file

Example: YWhackuphSharePointhSitel.bak

Thus, D:\backup\Mysite was created and utilized by clicking Start Backup:
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File location:

Filename:
ID ShackupiMysite|

DvbackuphSharepoint is an existing directory. Choose a different
file name for backup.

[T Owerwrite existing file
Example: “Wbackup'SharePointhSitel.bak

Specify the destination For the backup package.

Start Backup Cancel
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The following screen is then depicted:

Readiness

4 site collection backup is currently in progress,

Mo export is in progress.,
@ Tirer service is running,

Refrash

Site Collection Backup

Current Job

Skatus

Requested By

Site Collection URL
Filenamme
Cverwrite
Recovery Step

Previous Job
Skatus

Content Export
Current Job
Skatus

Previous Job
Skakus

X Delete Backup Job

Operation initializing,

ikl ——

D\backupiiysite

Mo

To recover the data, use the PowerShell restore command Restore-5PSike, For more details, bype Restore-3PSite -7 at the PowerShell
command prompt.

Mo previous job,

Mo opeeration in progress,

Mo previous job.

When compl eted, the Status will say Succeeded:

Site Collection Backup

Current Job
Skatus
Previous Job

Skatus

Completed

Dk atian (hkirnm:ss)
Recovery Step

Content Export

Current Job
Skakus
Previous Job
Skatus

Mo operation in progress.,

Succeeded

315/2011 10:32 AM

0:00:03

To recover the data, use the PowerShell restore command Restore-SPSike, For more details, bype Restare-5PSite -7 at the PowerShell
command prompt,

Mo operation in progress.

M previous job,

Note: As of thiswriting central administrator does not provide a method for a granular

restore
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Creating a Farm Backup using Powershell:

Access PowerShell (note the account utilized must be a member of at least the Farm
Administrators group in SharePoint and also have access to the WSS_Content

database(s)):
Tasks

nl
e Inkernet Explorer » —
: G- Run as Administratar )
ﬂ Motepad 3 T mpark syskem modules
. @ Windows Powershell help
Command Prompt
SharePoint 2010 Central
Administration

5 % S0L Server Management Studio

e Microsoft Visual Studio 2010 v

% Services
e Ty
IK&JI Task Scheduler

@ Gizmao

4 Al Programs

I|53archprogramsandﬁles Log off I>|
= Al o lel=] [,
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| Microsoft SharePoint 2010 Products

e i imisky akion
SharePaint 2010 Management Shell

93\ SharePaint 2010 Products Configuration
| Microsoft Sikverlight
. Microsoft Sikverlight 3 5Dk
| Microsoft 0L Server 2003
. Microsoft SOL Server 2008 B2
, Microsoft Sync Framewark,
, Microsoft Yisual Studio 2008

| Microsoft Yisual Studio 2010 =]
4 Back
I |search programs and files

To run afarm backup run the following command — where:

-Directory is the path where the backup should go. Note: This can be ashare as well
(example \\backup\sharepoint)

-BackMethod Full or Differential takes a Full back-up while Differential takes a back-up
of only those items that have been changed since the last backup.

-Item isthe full URL with the port that should be backed up.
-V erbose shows on the screen the progress being made

An exampleis here:

Backup- SPFarm - Di rect ory D:\ backup\ Sharepoi nt - BackupMet hod Ful |
-ltem http://yoursitenane: port nane/ -Verbose

Performing a Farm Restore using Powershell:

First, it is recommended to run the Get-SPBackupHistory cmdlet which upon entering in
the Directory to obtain the restore from displays a listing:
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PSS C:sUsersse.._ " 77 » Get—SPBackupHistorwy

cmdlet Get—SPBackupHistory at command pipeline position 1
Supply values for the following parameters:
Directory: D:isbackups~Sharepoint

Method Start Time

R ¥ ?MeaecB-4fhl—444F -a%aa—-87322397a764 Ouverwrite
B ¥ YMeaecB—4fbl—444f -a%aa—8732237fa764 Full

To run afarm restore run the following command where:
-Directory isthe path where the restore is located. Note: this can be a share as well
(example \\backup\sharepoint)

-RestoreMethod will be either Overwrite which will restore your content and
configuration to the same names. New will restore using new names in regards to the
database names or SQL Server instance.

-Backupld isthe GUID of the exact backup that is wished to be restored

An exampleis here:

Restore- SPFarm -Di rectory D:\ backup\ Shar epoi nt - Rest or eMet hod
Overwite [-Backupld 77eaecO-4fbl-a9aa-8732239f a764]
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Performing a Site Backup using Powershell:

To run asite backup run the following command where:
-Identity isthe path that is to be backed-up

-Path iswhere the restore bak file will go. Note: this can be a share aswell (example
\\backup\sharepoint)

-Force suppresses the confirmation that the backup will overwrite an existing item of the
same nameif it aready exists

An exampleis here:

Backup-SPSite —ldentity http://yoursitenane/ Sites/Portal Nane -
Pat h D:\ backup\ Shar epoi nt\ spbr 0000\ spbr0001. bak -Force

Performing a Site Restore using Powershell:
To run asite restore run the following command where:

-Identity is the path where the restore will go to

-Path iswhere the restore bak file islocated. Note: Tthis can be a share aswell (example
\\backup\sharepoint)

-Force suppresses the confirmation that the restore will overwrite
An exampleis here:

Restore-SPSite —ldentity http://yoursitenane/Sites/Portal Nane -
Pat h D:\ backup\ Shar epoi nt\ spbr 0000\ spbr0001. bak —Force
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